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Policy Statement – Protologics Corporation, ProtoMED and HIPAA Compliance

October, 2002

Covered Entity or Business Associate?

Protologics Corporation has filed for an extension regarding HIPAA compliance.  The ProtoMED product appears to fit better into the HIPAA  ‘BUSINESS ASSOCIATE’ model than the definition of a  ‘COVERED ENTITY’; therefore, it has been argued that we are not required to be ‘HIPAA compliant’ as a ‘COVERED ENTITY’.  We have chosen to represent ourselves as a CLEARINGHOUSE to CMS,  instead of a Practice Management Vendor, thereby placing ourselves into the HIPAA ‘COVERED ENTITY’ model.  We have chosen to subject ourselves to the added scrutiny as a matter of confidence and security to our clients.

Clearinghouse Accreditation:

Most Practice Management Vendors will rely on clearinghouses to translate their claims into the HIPAA x12 transaction standards.  As BUSINESS ASSOCIATES they are not held to the same level of accountability as a COVERED ENTITY.  Most Practice Management Vendors do not own their clearinghouse operation, so they have no need for further accreditation.  Protologics Corporation is currently in candidacy status for accreditation by the Electronic National >>>>>.  This, we believe, should provide our clients with additional confidence to no that their PMS vendor holds itself to national accreditation that is usually reserved only for national Clearinghouses. 

Claim Submission Protocol:

Presently, ProtoMED exceeds HIPAA security requirements regarding encryption for transaction processing.  Claims are passed through the Internet at a 128K encryption level – twice that required by the HIPAA standard.  We plan to further secure the transaction channel by including a Secure Socket Layer (already developed – just waiting for implementation). 

X12 Transaction Standards:

ProtoMED currently batches its claims into the National Standard Format (NSF).  The new HIPAA format uses various transaction sets outlined in the x12 specification.  ProtoMED will continue to rely on the translation of its NSF format by its BUSINESS ASSOCIATES until later next year.  ProtoMED will produce and process all necessary transaction sets within x12 specification by the end of 2003.  Protologics will, however, continue to submit claims to Payers in whatever format that is dictated by the Payer.  Obviously, if a Payer or Clearinghouse cannot process an x12 transaction set – or is asking its BUSINESS ASSOCIATES to retain the NSF standard, Protologics will accommodate the ASSOCIATE to insure clean claims processing and payment.

Business Associates  and Chain of Custody Agreements:

While it is up to each provider organization as a ‘COVERED ENTITY’ to secure Business Associate and Chain of Custody Agreements with its trading partners, Protologics is happy to submit both agreements to our clients for mutual compliance.  The agreements are available via download by clicking on the appropriate hyperlink, or from the client download section of www.ProtoMED.com.  

Approved October 1, 2002

[image: image1.png]WL




Lawrence R. Walsh

CEO & President, Protologics Corporation

www.protomed.com

1517 Reisterstown Road, Suite 202   Baltimore, MD  21208  410-415-7941   800-648-4836    Fax:  410-415-7947

[image: image3.png]




